
 

What is a TEE Committee? Revolutionizing Trust 
in Web3 with Decentralized Security 
 

TL;DR 

● TEE Committee is a secure, decentralized approach to blockchain security.  
● A TEE Committee consists of multiple Trusted Execution Environments 

TEEs from different vendors that work together to verify transactions and 
device attestations to ensure multi-prover verification. 

● Multi-prover AVS further ensures crypto-economic trust and fast on-chain 
attestation. 

 

While blockchain technology offers a decentralized foundation, securing 
applications and user data against hacking threats remains an ongoing challenge. 
The newest solution to these threats is the all-new Trusted Execution Environment 
TEE – an innovation that enables a multi-prover security ecosystem. Now taking 
the security of TEEs a step further is a new security mechanism called TEE 
Committees. In this article, we will explore what a TEE Committee means, how it 
works, and what its applications are. 

What Is A TEE Trusted Execution Environment) Committee? 

TEE, or Trusted Execution Environment, refers to a secure enclave within a 
processor that safeguards sensitive code and data. A TEE Committee takes this 
concept a step further by establishing a collaborative framework of multiple TEEs. 
It's a consortium of independent TEEs such as Intel SGX and Amazon Nitro,  that 
work together to enhance security through decentralization. Imagine multiple 
secure vaults, each contributing to a robust security architecture – that's the 
essence of a TEE Committee. 

 

https://docs.google.com/document/d/1z8ikCAb-rZiZIA9_FdfX1x7IuFNItBqfNv8L2DhZ564/edit?usp=sharing


 

 

What Is TEE Security? 

TEE security leverages the isolation capabilities of the trusted execution 
environment. Sensitive operations like private key generation, signature signing or 
device attestation occur directly within the TEE, shielded away from the main 
operating system and potential vulnerabilities. This isolation minimizes the attack 
surface and safeguards critical information. 

The Role of TEE Committees in Blockchain Security 

Blockchain security hinges on robust cryptography and consensus mechanisms. 
However, vulnerabilities in key management and transaction verification can 

 



 
compromise the entire system. TEE Committees can collectively verify 
transactions, and establish modular trust by placing hardware attestation of nodes 
on-chain. This ensures their validity without compromising sensitive data. This 
multi-party verification strengthens the overall security of the blockchain network. 

How TEE Committees Enhance Cryptoeconomic Security 

Cryptoeconomic security refers to the economic incentives that underpin 
blockchain security. TEE Committees contribute to this by: 

● Mitigating Insider Threats: The decentralized nature of TEE Committees 
reduces the potential for malicious actors within a single entity to 
compromise the system. This fosters a more secure and trustworthy 
environment. 

● Disincentivizing Attacks: The distributed nature of TEEs makes it 
economically impractical for attackers to target the system, as they would 
need to compromise multiple TEEs simultaneously. 

Multi-Prover AVS and TEE Committees on EigenLayer 

Automata's TEE Coprocessor elevates blockchain security by handling sensitive 
computations in secure enclaves TEEs. Multi-Prover AVS strengthens this with 
TEE Prover as a secondary verification layer on EigenLayer. TEE Committees, with 
diverse vendors like Intel SGX, further bolster decentralization and security. 

Traditional roll ups rely on a single verifier, representing a clear weak point for 
malicious targeting. Multi-Prover AVS solves this through: 

● Economic Incentives: Operators are penalized for inactivity, ensuring 
reliable service. 

● Cryptoeconomic Trust: TEE guarantees correct execution, even with slow 
validators. 

● Diverse TEE Committees: Multiple vendors make exploiting vulnerabilities 
much harder. 

● Fast On-Chain Attestation: A "swift lane" offers rapid confirmations with 
the potential for later slashing if invalid. 

 

https://blog.ata.network/automata-building-multi-prover-avs-on-eigenlayer-489df5d45a42#:~:text=Multi%2DProver%20AVS%20allows%20decentralized,and%20efficiency%20of%20any%20rollup.
https://app.eigenlayer.xyz/avs/0xe5445838c475a2980e6a88054ff1514230b83aeb


 
Benefits of Using TEE Committees 

The advantages of leveraging TEE Committees are compelling and include: 

1. Improved Security: Decentralized key management and multi-party 
verification significantly enhance the security posture of blockchain 
networks. 
 

2. Increased Trust: The transparency and distributed nature of TEE 
Committees establish trust among users and developers within the Web3 
ecosystem. 
 

3. Enhanced Scalability: TEE Committees can contribute to scalability 
solutions like EigenLayer AVS by enabling secure verification of off-chain 
computations. 
 

4. Privacy Preservation: Sensitive data remains shielded within TEEs, 
protecting user privacy while ensuring the validity of transactions. 

Automata's Role in Advancing TEE Committees 

Automata, a leading blockchain infrastructure provider, plays a pivotal role in the 
advancement of TEE Committees: 

● Developing Secure TEE Software: Automata is actively developing secure 
software for TEEs, enabling them to participate in TEE Committees 
effectively. 
 

● Facilitating TEE Integration: Automata's platform provides tools and 
infrastructure to seamlessly integrate TEE Committees with EigenLayer and 
other interested blockchain protocols. 
 

● Research and Innovation: Automata is at the forefront of research on 
multi-prover systems including TEE Committees aiming to create a more 
robust and secure environment across the defi ecosystem. 

TEE Committee Use Cases in Blockchain and Web3 

 

https://docs.google.com/document/d/11Cwt125cAryjNN2SqzvxWUO0l8zw9jF_K3GcSHWkYow/edit?usp=sharing


 
TEE Committees hold immense potential across various blockchain applications 
including: 

● Secure Decentralized Exchanges DEXs TEE Committees can safeguard 
private keys and facilitate secure transactions on DEXs. 

● Confidential Computing: Sensitive computations can be performed within 
TEEs, ensuring data privacy while maintaining verifiability. 

● Scalable Blockchain Solutions: TEE Committees can contribute to Layer 2 
scaling solutions, enabling secure off-chain computations. 

● Device Attestation: Automata 2.0 utilized Proof of Machinehood PoM to 
ensure the authenticity of nodes of various L2 solutions by device 
attestation and putting it on-chain. 

These are just a few use cases that have been discovered till now. As we move 
forward and further improve and develop around TEE committees there can be 
multiple use cases that can be explored.  
 

The Future of TEE Committees 

TEE Committees offer an enhanced approach to decentralized security. While still 
in its nascent stage, the potential for TEE Committees is undeniable. 
Standardization of TEE Committee protocols and interoperability between different 
implementations can unlock widespread adoption and integration with new and 
existing blockchains. 

 

Conclusion 

As we continue building and integrating multi-prover systems across networks, 
the necessity for a secure environment for developers, traders, and users is 
becoming increasingly important. TEE Committees have the potential to usher in a 
new era of trust and security in Web3. By leveraging the power of decentralized 
collaboration, TEE Committees offer a powerful solution to the challenge of 
transaction verification and overall blockchain security. As the technology matures 
and integrates with existing ecosystems, TEE Committees have the potential to 
revolutionize the way we interact with our digital assets in the Web3 world. 

 



 
FAQ 

What is the difference between TEE Committees and traditional 
security methods? 

Traditional security methods often rely on vulnerable centralized key management 
and single-party verification. TEE Committees address this by distributing the 
verification across multiple TEEs, enhancing security and resilience. 

How does Automata contribute to the advancement of TEE 
Committees? 

Automata contributes by developing secure TEE software, facilitating TEE 
integration with blockchains. Furthermore, Automata is focused on researching 
new applications and functionalities for TEE Committees. 

What are the potential challenges in implementing TEE Committees? 

Challenges include standardization across different TEE implementations, 
ensuring interoperability, and integrating TEE Committees with other existing 
blockchain ecosystems. 
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